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Blockchains & Security

» Blockchain systems have become commonplace.
» Hundreds of public Blockchain systems deployed to date.
» History of bugs and exploits:

» 92 billion BTC underflow in 2010.

» 5 successful 51% attacks in 2018.
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Blockchain Protocol

set of

transactions {tX1 , Xo, 1X3, X4, tX5}

[| < [tx1] < [txo, tx3] < [tXa, txs]

global

ordering X1 D2 = IXa = X — IXs
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Probabilistic Difficulty

Adversary has a low chance of success
Global Consensus

Node 2 Node 3
Node 0 Node 1
Hash - Hash | 010110 Hash | 111010 Hash | 100111
Data txo Data txyq
Data Data | (tq) b "
3 5
Pow 2 pow il POW 421 POW 772
Adversary Chain
Node 1 Node 2 Node 3

Hash 1 010110 Hash | 010110 Hash | 110101
Data txo Data x4
Data tx: txe
3 5
Pow 23 POW | 11011 POW 841
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Typical Execution Property
Conditions to exclude edge cases
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Conditions to exclude edge cases

» Uniquely Bounded Successful Rounds - Y’

exactly 1 block hashed
Rounds: PN,

X

6 rounds é rounds



Typical Execution Property

Conditions to exclude edge cases

» Number of Adversarial Blocks - Z’

Rounds:

Z\zlz|zlz|lz|z|z|z

where

Z] ~ # blocks hashed by adversary in round i
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Chain Growth Property

Adversary can not inhibit chain growth.

Rounds>r—+¢
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Common Prefix Property
Blockchain can achieve global consensus.

At all rounds,
(1) (2) (1)

[tx1, - -] [txq,...] [txq,...] All share a
] 0, (6, ] common prefix
p Only last k
[b,...] [q,...] ... blocks differ




Mechanical Semantics
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Encoding Probability

hash(x) =

18
17
16
15
14
13
12

: P[ hash(x) = 15]



Encoding Probability

hash: A— (B— R)



Encoding Probability

hash : A — dist B



Encoding Probability

» Probability monad defined by Affeldt and Hagiwara.

bind : dist A — (A — dist B) — dist B
ret: A— dist A



Encoding Probability

» We extend it to probabilistically execute the system.

eval_dist : Comp A — dist A



Encoding Probability

» To allow stating properties about probable worlds.

Vsc, Vw, eval_dist (world_step wp sc) w >0 = Fw

Vsc, P[ (world_step wp sc) > F]=1
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» Chain Growth Property

» Common Prefix Property
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Key lemmas

» Typical Execution Assumption

P[ world_step sc > TEP. sc] = 1 — e~ (%)

» Chain Growth Property

P[ world_step sc wp > CGP | = 1

» Common Prefix Property

P[ world_step sc wy > (CPPx A TEP. sc)| =
P[ world_step sc wy > TEP. sc ]



Main Contributions

» Implemented a mechanised probabilstic blockchain model
based on the Bitcoin Backbone Protocol (BBP) by Garay et al.

» Proved several preliminary lemmas.

» Formulated the main BBP lemmas within this model.



Future work

» Completing proofs of the key properties.

» Elevating the Typical Execution Assumption to a lemma.

» Extracting the system to an executable implementation.



Take away

» Blockchain security properties inherently require probabilistic
considerations.

» 2 key properties:

» Chain growth property

» Common prefix property

» Working on a mechanisation of the Bitcoin backbone protocol.

» Mechanised protocol model.

» Formulated several key lemmas.

https://github.com/certichain/probchain




Infotheo Probability Monad

» Benefits

» SSReflect integration

» Several utility lemmas

» Drawbacks

» Fintype requirement.



