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Let’s swap values of two distinct pointers



Let’s swap values of two distinct pointers

a bx y↦ ↦



Let’s swap values of two distinct pointers

b ax y↦ ↦



swap



void swap(loc x, loc y)



void swap(loc x, loc y)

{ x ↦ a ⋀ y ↦ b }{ x ↦ a ⋀ y ↦ b }



void swap(loc x, loc y)

{ x ↦ a ⋀ y ↦ b }

{ x ↦ b ⋀ y ↦ a }



void swap(loc x, loc y)

{ x ↦ a * y ↦ b }

{ x ↦ b * y ↦ a }

“separately”

Peter W. O'Hearn, John C. Reynolds, Hongseok Yang: 
Local Reasoning about Programs that Alter Data Structures. CSL 2001



void swap(loc x, loc y)

{ x ↦ a * y ↦ b }

{ x ↦ b * y ↦ a }



void swap(loc x, loc y)

{ x ↦ a * y ↦ b }

{ x ↦ b * y ↦ a }



{ x ↦ a * y ↦ b }

{ x ↦ b * y ↦ a }

??



{ x ↦ a2 * y ↦ b }

{ x ↦ b * y ↦ a2 }

??

let a2 = *x;



{ x ↦ a2 * y ↦ b2 }

{ x ↦ b2 * y ↦ a2 }
??

let a2 = *x;

let b2 = *y;



{ x ↦ b2 * y ↦ b2 }

{ x ↦ b2 * y ↦ a2 }

let a2 = *x;

??

let b2 = *y;

*x = b2;



{ x ↦ b2 * y ↦ a2 }

{ x ↦ b2 * y ↦ a2 }

let a2 = *x;

??

let b2 = *y;

x ↦ b2 * y ↦ a2

x ↦ b2 * y ↦ a2

*x = b2;

*y = a2;



{ x ↦ b2 * y ↦ a2 }

{ x ↦ b2 * y ↦ a2 }

let a2 = *x;

??

let b2 = *y;

x ↦ b2 * y ↦ a2 x ↦ b2 * y ↦ a2⊢

*x = b2;

*y = a2;



let a2 = *x;

{ x ↦ b2 * y ↦ a2 }

{ x ↦ b2 * y ↦ a2 }
??

let b2 = *y;

x ↦ b2 * y ↦ a2 x ↦ b2 * y ↦ a2⊢

*x = b2;

*y = a2;



let a2 = *x;

let b2 = *y;

*x = b2;

*y = a2;

void swap(loc x, loc y) {

}



Reasoning with Symbolic Heaps



Symbolic Heap Entailment

P Q⊢

Any heap (state) that satisfies P,  also satisfies Q.



Program Validity wrt. Pre/Postcondition

{ P } { Q }

If the initial state satisfies P,  then, after c 
terminates, the final state satisfies Q.

c



Transforming Entailment

P Q⇝

There exists a program c, such that  
for any initial state satisfying P,   

c, after it terminates,  
will transform to a state satisfying Q.

(this work)



P Q⇝P Q⊢ implies

“Proof ”: skip



⇝x ↦ a

“Proof ”: *x = 42

x ↦ 42



⇝x ↦ a *x = 42x ↦ 42 |



P Q⇝ | c

P transforms to Q via a program c.



{ P } { Q }cimplies

Theorem:

P Q⇝ | c



P Q⇝ | c{ P } { Q }?? vs

z}|{

Declarative

z}|{

Algorithmic



Synthetic Separation Logic



P Q⇝ | cГ ;



P Q⇝ | cГ ;

• (Г, P, Q) — goal 

• GV (Г, P, Q) — ghost variables (scope: pre/postcondition) 

• EV (Г, P, Q) — existentials (scope: postcondition)



Г; {emp} ⇝ {emp} | ?? 



Г; {emp} ⇝ {emp} | skip      (Emp)



a ∈ GV(Г, P, Q)

Г; { x ↦ a ∗ P } ⇝ { Q } | ??  



          a ∈ GV(Г, P, Q)         y is fresh                        
   Г, y ; [y/a]{ x ↦ y ∗ P } ⇝ [y/a]{ Q } | c
————————————————— (Read)
Г; { x ↦ a ∗ P } ⇝ { Q } | let y = *x; c  



Г; { x ↦ - ∗ P } ⇝ { x ↦ e ∗ Q } | ?? 



                         Vars(e) ⊆ Г
        Г ; { x ↦ e ∗ P } ⇝ { x ↦ e ∗ Q } | c
—————————————————— (Write)
Г; { x ↦ - ∗ P } ⇝ { x ↦ e ∗ Q } | *x = e; c  



Г; { P ∗ R } ⇝ { Q ∗ R } | ??



   EV(Г, P, Q) ∩ Vars(R) = ∅ 
      Г ; { P } ⇝ { Q } | c
——————————— (Frame)
Г; { P ∗ R } ⇝ { Q ∗ R } | c  



   EV(Г, P, Q) ∩ Vars(R) = ∅ 
      Г ; { P } ⇝ { Q } | c
——————————— (Frame)
Г; { P ∗ R } ⇝ { Q ∗ R } | c  

                         Vars(e) ⊆ Г
        Г ; { x ↦ e ∗ P } ⇝ { x ↦ e ∗ Q } | c
—————————————————— (Write)
Г; { x ↦ - ∗ P } ⇝ { x ↦ e ∗ Q } | *x = e; c  

          a ∈ GV(Г, P, Q)         y is fresh                        
   Г, y ; [y/a]{ x ↦ y ∗ P } ⇝ [y/a]{ Q } | c
————————————————— (Read)
Г; { x ↦ a ∗ P } ⇝ { Q } | let y = *x; c  

Г; {emp} ⇝ {emp} | skip      (Emp)



void swap(loc x, loc y)

{ x ↦ a ∗ y ↦ b }

{ x ↦ b ∗ y ↦ a }



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | ??



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x; ??
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | ??



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x; ??
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | let b2 = *y; ??

⇝ { x ↦ a2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | ??
(Read)



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x; ??
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | let b2 = *y; ??

⇝ { x ↦ a2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | *x = b2; ??
(Read)

⇝ { x ↦ b2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | ??
(Write)



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x; ??
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | let b2 = *y; ??

⇝ { x ↦ a2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | *x = b2; ??
(Read)

⇝ { x ↦ b2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | ??
(Write)

(Frame)
⇝ { y ↦ b2 } { y ↦ a2 }{ x, y, a2, b2 } ; | ??



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x; ??
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | let b2 = *y; ??

⇝ { x ↦ a2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | *x = b2; ??
(Read)

⇝ { x ↦ b2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | ??
(Write)

(Frame)
⇝ { y ↦ b2 } { y ↦ a2 }{ x, y, a2, b2 } ; |

(Write)

*y = a2; ??

⇝ { y ↦ a2 } { y ↦ a2 }{ x, y, a2, b2 } ; | ??



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x; ??
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | let b2 = *y; ??

⇝ { x ↦ a2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | *x = b2; ??
(Read)

⇝ { x ↦ b2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | ??
(Write)

(Frame)
⇝ { y ↦ b2 } { y ↦ a2 }{ x, y, a2, b2 } ; |

(Write)

*y = a2; ??

⇝ { y ↦ a2 } { y ↦ a2 }{ x, y, a2, b2 } ; | ??

⇝ { emp } { emp }{ x, y, a2, b2 } ; | ??
(Frame)



⇝ { x ↦ a ∗ y ↦ b } { x ↦ b ∗ y ↦ a }{ x, y } ; | let a2 = *x;
(Read)

⇝ { x ↦ a2 ∗ y ↦ b } { x ↦ b ∗ y ↦ a2 }{ x, y, a2 } ; | let b2 = *y;

⇝ { x ↦ a2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | *x = b2;
(Read)

⇝ { x ↦ b2 ∗ y ↦ b2 } { x ↦ b2 ∗ y ↦ a2 }{ x, y, a2, b2 } ; | ??
(Write)

(Frame)
⇝ { y ↦ b2 } { y ↦ a2 }{ x, y, a2, b2 } ; |

(Write)

*y = a2;

⇝ { y ↦ a2 } { y ↦ a2 }{ x, y, a2, b2 } ; | ??

⇝ { emp } { emp }{ x, y, a2, b2 } ; | skip
(Frame)

(Emp)

??

??

??

??



let a2 = *x;

let b2 = *y;

*x = b2;

*y = a2;

void swap(loc x, loc y) {

}



Unification and Non-Determinism



void pick(loc x, loc y)

{ x ↦ 239 ∗ y ↦ 30 }

{ x ↦ z ∗ y ↦ z }



void pick(loc x, loc y)

{ x ↦ 239 ∗ y ↦ 30 }

{ x ↦ z ∗ y ↦ z }

                 [σ]R’ = R
   ∅ ≠ dom(σ) ⊆ EV(Г, P, Q) 
 Г; { P ∗ R } ⇝ [σ]{ Q ∗ R’ } | c
————————————— (UnifyHeaps)
    Г; { P ∗ R } ⇝ { Q ∗ R’ } | c  



{ x ↦ 239 ∗ y ↦ 30 } { x ↦ z ∗ y ↦ z }⇝{ x, y } ; 

R = x ↦ 239
R’ = x ↦ z
σ = [z ↦ 239]

R = y ↦ 30
R’ = y ↦ z
σ = [z ↦ 30]

void pick(loc x, loc y) {
   *y = 239;
}

void pick(loc x, loc y) {
   *x = 30;
}



Pure Parts



Г ;  { P } ⇝ { Q }  | c



Г ;  { φ; P } ⇝ { ψ; Q }  | c



Inductive Predicates  
and Recursion



v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

v y
x x + 1

v’ y’
y y + 1

… w 0

z}|{

lseg (x, s)

z }| {
lseg (y, s’)



void listfree(loc x)

{ lseg (x, s) }

{ emp }

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}



{ lseg1 (x, s) } void listfree(loc x) { emp }

{ lseg0 (x, s) }

{ emp }

??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}



{ lseg1 (x, s) } void listfree(loc x) { emp }

{ lseg0 (x, s) }

{ emp }

??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}



{ lseg1 (x, s) } void listfree(loc x) { emp }

{ x = 0 ; lseg0 (x, s) }

{ emp }

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

} else {

}

??

{ emp }

??

{ x ≠ 0 ; lseg0 (x, s) }

if (x == 0) {



{ lseg1 (x, s) } void listfree(loc x) { emp }

{ x = 0 ⋀ s = ∅ ;  emp }

{ emp }

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

} else {

}

??

{ emp }

??

{ x ≠ 0 ⋀ s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg1 (y, s’) }

if (x == 0) {



{ lseg1 (x, s) } void listfree(loc x) { emp }

{ x = 0 ⋀ s = ∅ ;  emp }

{ emp }

if (x == 0) {

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

} else {

}

skip

{ emp }

??

{ x ≠ 0 ⋀ s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg1 (y, s’) }



{ lseg1 (x, s) } void listfree(loc x) { emp }predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

}

{ emp }

??

{ x ≠ 0 ⋀ s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg1 (y, s’) }
if (x == 0) { } else {



{ lseg1 (x, s) } void listfree(loc x) { emp }predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

}

{ emp }

??

{ x ≠ 0 ⋀ s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ nxt2 ∗ lseg1 (nxt2, s’) }

let nxt2 = *(x + 1);

if (x == 0) { } else {



{ lseg1 (x, s) } void listfree(loc x) { emp }

if (x == 0) {

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

} else {

}

{ emp }

??

{ x ≠ 0 ⋀ s = {v} ∪ s’   ; lseg1 (nxt2, s’) }

free(x);

let nxt2 = *(x + 1);



{ lseg1 (x, s) } void listfree(loc x) { emp }

if (x == 0) {

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

} else {

}

{ emp }

??

{ x ≠ 0 ⋀ s = {v} ∪ s’   ; emp }

free(x);

let nxt2 = *(x + 1);

listfree(nxt2);



{ lseg1 (x, s) } void listfree(loc x) { emp }

if (x == 0) {

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

} else {

}

skip;

free(x);

let nxt2 = *(x + 1);

listfree(nxt2);



if (x == 0) { } else {

}

free(x);

let nxt2 = *(x + 1);

listfree(nxt2);

void listfree(loc x) {

}



“Unfolding” Predicate Instances  
in a Postcondition



{ lseg0 (z, s) }

{ s = {v} ∪ s’   ;  lseg1 (y, s’) }

??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}



{ z = 0 ⋀ s = ∅ ; emp }

{ s = {v} ∪ s’   ;  lseg1 (y, s’) }

??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

⇒ UNSAT



{ lseg0 (z, s) }

{ s = {v} ∪ s’   ;  lseg1 (y, s’) }

??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}



{ z ≠ 0 ⋀ s = {v’} ∪ s’’   ; [z, 2] ∗ z ↦ v’ ∗ (z + 1) ↦ z’ ∗ lseg1 (z’, s’;) }

{ s = {v} ∪ s’   ;  lseg1 (y, s’) }

??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}



??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

{ z ≠ 0 ⋀ s = {v’} ∪ s’   ; [z, 2] ∗ z ↦ v’ ∗ (z + 1) ↦ y ∗ lseg1 (y, s’) }

{ s = {v} ∪ s’   ;  lseg1 (y, s’) }



??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

{ z ≠ 0 ⋀ s = {v’} ∪ s’   ; [z, 2] ∗ z ↦ v’ ∗ (z + 1) ↦ y }

{ s = {v} ∪ s’   ;  emp }



??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

{ z ≠ 0 ⋀ s = {v’} ∪ s’   ; [z, 2] ∗ z ↦ v’ ∗ (z + 1) ↦ y }

{ z ≠ 0 ⋀ s = {v} ∪ s’   ;  [z, 2] ∗ z ↦ - ∗ (z + 1) ↦ - }

let z = malloc(2);



??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

{ z ≠ 0  ; [z, 2] ∗ z ↦ v ∗ (z + 1) ↦ y }

{ z ≠ 0  ;  [z, 2] ∗ z ↦ - ∗ (z + 1) ↦ - }

let z = malloc(2);



??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

{ z ≠ 0  ; (z + 1) ↦ y }

{ z ≠ 0  ; (z + 1) ↦ - }

let z = malloc(2);

z := v;



??

predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

{ z ≠ 0  ; emp }

{ z ≠ 0  ; emp }

let z = malloc(2);

z := v;

(z + 1) := y;



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

let z = malloc(2);

z := v;

(z + 1) := y;

skip



predicate lseg (loc x, set s) {
   |  x = 0  ⋀  { s = ∅         ;  emp }
   |  x ≠ 0 ⋀  { s = {v} ∪ s’   ; [x, 2] ∗ x ↦ v ∗ (x + 1) ↦ y ∗ lseg(y, s’) }
}

let z = malloc(2);

z := v;

(z + 1) := y;

{ lseg0 (z, s) }

{ s = {v} ∪ s’   ;  lseg1 (y, s’) }



Tags and Termination

• Tags in preconditions ensure recursive calls on smaller sub-heaps
• Recursive calls “seal” their resulting heaps, erasing tags and  

preventing “chained” recursive calls. 

• Predicate instances in postconditions are “unfolded” to match a pre. 
• Tags in the post control the number of unfoldings. 
• Infinite unfolding are impossible by design.



then c terminates.

Theorem:

P Q⇝ | cIf



Obvious Limitation



{ P1 ∗ lseg1 (x, s) ∗ P2 }

{ lseg1 (z, s)}

{ P ∗ lseg1 (x, s) } void foo(loc x, loc y) { lseg■ (y, s) }

{x, y ,z} ;

??



{ lseg■ (y, s) ∗ P2 }
foo(x, y);

{ P ∗ lseg1 (x, s) } void foo(loc x, loc y) { lseg■ (y, s) }

{ lseg1 (z, s)}

??



All Rules
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xi , goal’s formals
Pf , p1(�i ) ⇤ dP e Qf , dQ e
F , f (xi ) :

�
�f ; Pf

 �
�f ;Qf

 
�, F; � ;

�
� ;p0(�i ) ⇤ P

 
{ {Q}

�� c
� ; � ;

�
� ;p0(�i ) ⇤ P

 
{ {Q}

�� c

E��
EV (� , P, Q) = ; � ) �

� ; {� ; emp}{ {� ; emp} | skip

I������������
� ) ?

� ; {� ; P }{ {Q} | error

N���N��LV��
x , 0 < � �0 , � ^ x , 0

� ; � ;
�
�0; hx, � i 7! e ⇤ P

 
{ {Q}

�� c
� ; � ; {� ; hx, � i 7! e ⇤ P }{ {Q} | c

S����L���
� ) x = �

� ; [�/x ]{� ; P }{ [�/x ]{Q} | c
� ; {� ; P }{ {Q} | c

S���P������
x + � , � + �0 < � �0 , � ^ (x + � , � + �0)

� ; � ;
�
�0; hx, � i 7! e ⇤

⌦
�, �0

↵
7! e0 ⇤ P

 
{ {Q}
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� ; � ;

�
� ; hx, � i 7! e ⇤

⌦
�, �0

↵
7! e0 ⇤ P

 
{ {Q}

�� c

R���
a 2 GV (� , P, Q) � < Vars (� , P, Q)

� [ {� } ; [�/a]{� ; hx, � i 7! a ⇤ P }{ [�/a]{Q} | c
� ; � ; {� ; hx, � i 7! a ⇤ P }{ {Q} | let � = ⇤(x + �); c

O���
D , p(xi )

⌦
� j ,

�
�j , Rj

 ↵
j21. . .N 2 �

` < MaxUnfold � , [xi 7! �i ] Vars (�i ) ✓ �
� j , � ^ [� ]� j ^ [� ]�j Pj , d[� ]Rj e`+1 ⇤ dP e

8j 2 1. . .N , � ; � ;
�
� j ; Pj

 
{ {Q}

�� c j
c , if ([� ]�1) {c1 } else {if ([� ]�2) . . . else {cN }}

� ; � ;
n
� ; P ⇤ p` (�i )

o
{ {Q}

��� c

C����
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�
�j , Rj
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` < MaxUnfold � , [xi 7! �i ]
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� ; � ; {P }{

�
� ^ [� ]�k ^ [� ]�k ;Q ⇤ R0 �� c

� ; � ; {P }{
n
� ;Q ⇤ p` (�i )

o��� c
A�����C���

F , f (xi ) :
�
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 �
�f ;Qf

 
2 �

Ff has no predicate instances [� ]Pf = P
Ff , emp F 0 , [� ]Ff � ; � ; {� ; F }{

�
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� ; � ;
�
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�
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A����
R = [z, n] ⇤ ⇤0in (hz, i i 7! ei ) z 2 EV (� , P, Q)�
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�
ti
 �

\ Vars (� , P, Q) = ;
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� ; � ;

�
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[� ]R0 = R
frameable

�
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�
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� ; {� ; P }{ {� ;Q } | c
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; , dom (� ) ✓ EV (� , P, Q)
� ; {P }{ [� ]{Q} | c

� ;
�
� ^ �0; P

 
{

�
� ^� 0;Q

 �� c

S����R����
x 2 EV (� , P, Q)

� ; � ; {P }{ [e/x ]{� , Q } | c
� ; � ; {P }{ {� ^ x = e ;Q } | c

Fig. 12. All rules of SSL. Grayed parts are parameters; instantiating them di�erently yields di�erent rules.
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�
� ^ �0; P ⇤ R0 { {Q}

�� c
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Fig. 12. All rules of SSL. Grayed parts are parameters; instantiating them di�erently yields di�erent rules.
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Fig. 12. All rules of SSL. Grayed parts are parameters; instantiating them di�erently yields di�erent rules.

Proc. ACM Program. Lang., Vol. 1, No. 1, Article . Publication date: July 2018.

Structuring the Synthesis of Heap-Manipulating Programs :13

I��������
f , goal’s name

xi , goal’s formals
Pf , p1(�i ) ⇤ dP e Qf , dQ e
F , f (xi ) :

�
�f ; Pf

 �
�f ;Qf

 
�, F; � ;

�
� ;p0(�i ) ⇤ P

 
{ {Q}

�� c
� ; � ;

�
� ;p0(�i ) ⇤ P

 
{ {Q}

�� c

E��
EV (� , P, Q) = ; � ) �

� ; {� ; emp}{ {� ; emp} | skip

I������������
� ) ?

� ; {� ; P }{ {Q} | error

N���N��LV��
x , 0 < � �0 , � ^ x , 0

� ; � ;
�
�0; hx, � i 7! e ⇤ P

 
{ {Q}

�� c
� ; � ; {� ; hx, � i 7! e ⇤ P }{ {Q} | c

S����L���
� ) x = �

� ; [�/x ]{� ; P }{ [�/x ]{Q} | c
� ; {� ; P }{ {Q} | c

S���P������
x + � , � + �0 < � �0 , � ^ (x + � , � + �0)

� ; � ;
�
�0; hx, � i 7! e ⇤

⌦
�, �0

↵
7! e0 ⇤ P

 
{ {Q}

�� c
� ; � ;

�
� ; hx, � i 7! e ⇤

⌦
�, �0

↵
7! e0 ⇤ P

 
{ {Q}

�� c

R���
a 2 GV (� , P, Q) � < Vars (� , P, Q)

� [ {� } ; [�/a]{� ; hx, � i 7! a ⇤ P }{ [�/a]{Q} | c
� ; � ; {� ; hx, � i 7! a ⇤ P }{ {Q} | let � = ⇤(x + �); c

O���
D , p(xi )

⌦
� j ,

�
�j , Rj

 ↵
j21. . .N 2 �

` < MaxUnfold � , [xi 7! �i ] Vars (�i ) ✓ �
� j , � ^ [� ]� j ^ [� ]�j Pj , d[� ]Rj e`+1 ⇤ dP e

8j 2 1. . .N , � ; � ;
�
� j ; Pj

 
{ {Q}

�� c j
c , if ([� ]�1) {c1 } else {if ([� ]�2) . . . else {cN }}

� ; � ;
n
� ; P ⇤ p` (�i )

o
{ {Q}

��� c

C����
D , p(xi )

⌦
� j ,

�
�j , Rj

 ↵
j21. . .N 2 �
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Fig. 12. All rules of SSL. Grayed parts are parameters; instantiating them di�erently yields di�erent rules.
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Synthesis Algorithm



Proof Search Algorithm

• Goal-driven, with backtracking (in CPS), trying a fixed set of rules; 

• Branching: some rules (e.g., Close, Unify) emit many alternatives; 

• Inductive predicates in the precondition emit more than one subgoal; 

• Along with the program, emits the complete proof tree; 

• Conjecture: the algorithm terminates (to be established formally).



Optimisations
• Invertible Rules (cf. Focusing in Proof Theory) 

• Partitioning rules into phases 

• “Early Failure” rules 

• Reducing backtracking with symmetry reduction 

• Detecting potentially independent derivations  
via a version of Frame Rule



“Early Failure” rules
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P���I�����������
� ^� ) ?

� ; � ; {� ; P }{ {� , Q } | magic

P���I������
P has no pred. instances

EV (� , P, Q) = ; ¬ (� ) � )
� ; � ; {� ; P }{ {� , Q } | magic

U������H���
P, Q have no pred. instances or blocks

unmachedHeaplets(P, Q )
� ; � ; {�, P }{ {� , Q } | magic

Fig. 13. Failure rules.

Framing out x 7! a and then � 7! b, reveals the unsolvable goal {a 7! 0} { {b 7! 0}; upon
backtracking, the naïve search would try the two applications of F���� in the opposite order,
leading to the same result.
We implemented a symmetry reduction optimization to eliminate redundant backtracking of

this kind. To this end, we keep track of the footprint of each rule application, i.e., the sub-heaps
of its goal’s pre and post that the application modi�es. This enables us to identify whether two
sequential rule applications commute. Next, we impose a total order on rule applications; line 7 of
Algorithm 4.1 rejects a new rule application R if it commutes with an earlier application R 0 in the
current derivation, but comes before R 0 in the total order.

5.4 Early Failure Rules
Sometimes on can identify an unsolvable goal by analyzing its pre and post. For example, the goal

{x ,�} ; {a = 0;x 7! a;} { {a = u ^ u , 0;x 7! u}
is unsolvable because its pure postcondition is logically inconsistent with the precondition. To
leverage this observation and eliminate redundant backtracking, we extend SSL with failure rules,
which �re when they identify such unsolvable goals. Each failure rule is a terminal one, so it prevents
further exploration of the (unsolvable) goal. Unlike other terminals, which conclude a successful
derivation with skip or error, a failure rule emits a special spurious program magic. Algorithm 4.1
intercepts any appearance of magic in line 18, and treats the derivation as a unsuccessful. All failure
rules are also invertible, hence the e�ect is to backtrack an application of an earlier rule.
Our set of failure rules is shown in Fig. 13. The rule P���I����������� identi�es a goal where

the the pure postcondition is inconsistent with the precondition. This is safe because during the
derivation both assertions can only become stronger (as a result of unfolding rules); also, even
if the postcondition still contains existentials, no instantiation of those existentials can produce
a formula that is consistent with (let alone implied by) the precondition. The rule P���I������
�res on a goal where the pure postcondition (which is free of existentials) is not implied by the
precondition; this rule only applies when the precondition is free of predicate applications, and
hence its pure part cannot be strengthened any further. The rule U������H��� �res when the
spatial pre and post contian only points-to heaplets, but the left-hand sides of these heaplets cannot
be uni�ed; in this case neither U����H���� nor W���� can make the heaplets match. Note that
it is important for completeness that failure rules are checked after I������������: if the pure
precondition is inconsistent, the derivation should not fail, but should instead emit error.

5.5 Extensions
We wrap up this section with a description of two SSL extensions used by our implementation in
order to expand the class of programs it can synthesize.

5.5.1 Auxiliary Functions and C��� Rule. The presented in Fig. 12 version of C���, which erases
the tags from the callee’s post, hurts the framework’s completeness. While it is not unsafe to
employ the predicates from the procedure call’s postcondition in further procedure calls, one
cannot ensure that they denote “smaller heaplets” and thus that the program terminates.12 To
12A similar issue is reported in the work by Rowe and Brotherston (2017) on verifying termination of procedural programs.
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Implementation



SuSLik

(Synthesis using Separation Logik)
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Table 1. Benchmarks and S�SL�� results. For each benchmark, we report the size of the synthesized Code (in
AST nodes) and the ratio Code/Spec of code to specification; as well as synthesis times (in seconds): with all
optimizations enabled (Time), without phase distinction (T-phase), without invertible rules (T-inv), without
early failure rules (T-fail), without the commutativity optimization (T-com), and without any optimizations
(T-all). T-IS reports the ratio of synthesis time in I��S��� to Time. “-” denotes timeout of 120 seconds.

Group Description Code Code/Spec Time T-phase T-inv T-fail T-com T-all T-IS

Integers
swap two 12 0.9x < 0.1 < 0.1 < 0.1 < 0.1 < 0.1 < 0.1
min of two2 10 0.7x 0.1 0.1 0.1 < 0.1 0.1 0.2

Linked
List

length1,2 21 1.2x 0.4 0.9 0.5 0.4 0.6 1.4 29x
max1 27 1.7x 0.6 0.8 0.5 0.4 0.4 0.8 20x
min1 27 1.7x 0.5 0.9 0.5 0.4 0.5 1.2 49x

singleton2 11 0.8x < 0.1 < 0.1 < 0.1 < 0.1 < 0.1 < 0.1
dispose 11 2.8x < 0.1 < 0.1 < 0.1 < 0.1 < 0.1 < 0.1
initialize 13 1.4x < 0.1 0.1 0.1 < 0.1 0.1 < 0.1
copy3 35 2.5x 0.2 0.3 0.3 0.1 0.2 -

append3 19 1.1x 0.2 0.3 0.3 0.2 0.3 0.7
delete3 44 2.6x 0.7 0.5 0.3 0.2 0.3 0.7

Sorted
list

prepend1 11 0.3x 0.2 1.4 83.5 0.1 0.1 - 48x
insert1 58 1.2x 4.8 - - - 5.0 - 6x

insertion sort1 28 1.3x 1.1 1.8 1.3 1.2 1.2 74.2 82x

Tree

size 38 2.7x 0.2 0.3 0.2 0.2 0.2 0.3
dispose 16 4.0x < 0.1 < 0.1 < 0.1 < 0.1 < 0.1 < 0.1
copy 55 3.9x 0.4 49.8 - 0.8 1.4 -

�atten w/append 48 4.0x 0.4 0.6 0.5 0.4 0.4 0.6
�atten w/acc 35 1.9x 0.6 1.7 0.7 0.5 0.6 -

BST
insert1 58 1.2x 31.9 - - - - - 11x

rotate left1 15 0.1x 37.7 - - - - - 0.5x
rotate right1 15 0.1x 17.2 - - - - - 0.8x

1 From (Qiu and Solar-Lezama 2017) 2 From (Leino and Milicevic 2012) 3 From (Qiu et al. 2013)

(1) Generality: Is S�SL�� general enough to synthesize a range of nontrivial programs with pointers?
(2) Utility: How does the size of the inputs required by S�SL�� compare to the size of the generated

programs? Does S�SL�� require any additional hints apart from pre- and post-conditions? What
is the quality of the generated programs?

(3) E�ciency: Is it e�cient? What is the e�ect of optimizations from Sec. 5 on synthesis times?
(4) Comparison with existing tools: How does S�SL�� fare in comparison with existing tools for

synthesizing heap-manipulating programs, speci�cally, I��S��� (Qiu and Solar-Lezama 2017)?

6.1 Benchmarks
In order to answer these questions, we assembled a suite of 22 programs listed in Tab. 1. The
benchmarks are grouped by the main data structure they manipulate: integer pointers, singly linked
lists, sorted singly linked lists, binary trees, and binary search trees.

To facilitate comparison with existing work, most of the programs are taken from the literature on
synthesis and veri�cation of heap-manipulating programs: the I��S��� synthesis benchmarks (Qiu
and Solar-Lezama 2017), the J������� synthesis benchmarks (Leino and Milicevic 2012), and the
D���� veri�cation benchmarks (Qiu et al. 2013). We manually translated these benchmarks into
the input language of S�SL��, taking care to preserve their semantics. D���� and I��S��� use
the D���� dialect of separation logic as their speci�cation language, hence the translation in this
case was relatively straightforward. As an example, consider an I��S��� speci�cation and its
S�SL�� equivalent in Fig. 15. The “??” are part of the I��S��� spec language, denoting unknown
holes to be �lled by the synthesizer. The main di�erence between the two pre-/post-condition
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loc srtl_insert(loc x, int k)
requires srtl(x)
ensures srtl(ret) ^

len(ret) = old(len(x)) + 1 ^
min(ret) = (old(k) < old(min(x))

? old(k) : old(min(x))) ^
max(ret) = (old(max(x)) < old(k)

? old(k) : old(max^(x)))
{

if (cond(1)) {
loc ?? := new;
return ??;

} else {
statement(1);
loc ?? := srtl_insert(??, ??);
statement(1);
return ??;

}
}

{
0  n ^ 0  k ^ k  7 ;
ret 7! k ⇤ srtl(x, n, lo, hi)

}
void srtl_insert(loc x, loc ret)
{

n1 = n + 1 ^
lo1 = (k  lo ? k : lo) ^
hi1 = (hi  k ? k : hi) ;
ret 7! y ⇤ srtl(y, n1, lo1, hi1)

}

Fig. 15. (le�) The I��S��� input for the sorted list insertion; (right) The S�SL�� input for the same benchmark.

pairs is that the D���� logic supports recursive functions such as len, min, and max; in S�SL�� this
information is encoded in more traditional SL style: by passing additional ghost parameters to the
inductive predicate srtl. The extra precondition 0  n ^ 0  k ^ k  7 in S�SL�� corresponds to
implicit axioms in I��S��� (in particular, the condition on k is due to its encoding of list elements
as unsigned 3-bit integers—there is no such restriction in S�SL��). In addition to benchmarks from
the literature, we also added several new programs that show-case interesting features of S�SL��.

6.2 Results
Evaluation results are summarized in Tab. 1. All experiments were conducted on a commodity
laptop (2.7 GHz Intel Core i7 Lenovo Thinkpad with 16GB RAM).

6.2.1 Generality and Utility. Our experiment con�rms that S�SL�� is capable of synthesizing
programs that manipulate a range of heap data structures, including nontrivial manipulations that
require reasoning about both the shape and the content of the data structure, such as insertion into
a binary search tree. We manually inspected all generated solutions, as well as their accompanying
SSL derivations, and con�rmed that they are indeed correct.14 Perhaps unsurprisingly, some of
the solutions were not entirely intuitive: as one example, the synthesized version of list copy, in a
bizarre yet valid move, swaps the tails of the original list and the copy at each recursive call!

Two of the programs in Tab. 1 make use of auxiliary functions: “insertion sort” calls “insert”, and
“tree �atten w/append” calls the “append” function on linked lists. The speci�cations of auxiliary
functions have to be supplied by the user (while their implementations can, of course, be synthesized
independently). Alternatively, tree �attening can be synthesized without using an auxiliary function,
if the user supplies an additional list argument that plays the role of an accumulator (see “tree
�atten w/acc”). As such, S�SL�� shares the limitation of all existing synthesizers for recursive
functions: they require the initial synthesis goal to be inductive, and do not try to discover recursive
auxiliary functions (which is a hard problem, akin to lemma discovery in theorem proving).

For simple programs speci�cation sizes are mostly comparable with the size of the synthesized
code, whereas more complex benchmarks is where declarative speci�cations really shine: for
example, for all Tree programs, the speci�cation is at most half the size of the generated code. Three
14In the future, we plan to output SSL derivations as SL proofs, checkable by a third-party system such as VST (Appel 2011).
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“tree �atten w/append” calls the “append” function on linked lists. The speci�cations of auxiliary
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14In the future, we plan to output SSL derivations as SL proofs, checkable by a third-party system such as VST (Appel 2011).

Proc. ACM Program. Lang., Vol. 1, No. 1, Article . Publication date: July 2018.



Demo

(Do we have time for it?)



Resources

• Structuring the Synthesis of Heap-Manipulating Programs 
Nadia Polikarpova and Ilya Sergey  
https://arxiv.org/pdf/1807.07022  

• GitHub repository:  
https://github.com/TyGuS/suslik  

• Online Demo: 
http://comcom.csail.mit.edu/comcom/#SuSLik 

https://arxiv.org/pdf/1807.07022
https://github.com/TyGuS/suslik
http://comcom.csail.mit.edu/comcom/#SuSLik


• Separation Logic (SL) is a Proof System for heap-manipulating programs. 

• Synthetic Separation Logic (SSL) expresses program synthesis  
as algorithmic proof search for SL-style specifications. 

• SuSLik is a deductive synthesis tool implementing fast proof search in SSL. 
- Google: “suslik separation logic”
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